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Why is Digital 
important?

The benefits to patients and carers include:

• improved self-care for minor ailments

• improved self-management of long-term conditions

• improved take-up of digital health tools and services

• empowering patients

• time saved through accessing services digitally

• cost saved through accessing services digitally

• reduced loneliness and isolation

And benefits for the health and care system, including:

• lower cost of delivering services digitally

• more appropriate use of services, including primary 
care and urgent care

• better patient adherence to medicines and 
treatments



Care team closely
monitoring remotely

Recording vital signs 
at home1

The patient records their own 
vitals signs eg blood pressure, 
temperature, oxygen levels and 
enters readings onto an app, 
website OR they wear a device 
that does this automatically.

Clinical teams are able to see patient inputted 
data and take action where required. Able to 
support a greater number of patients.

Patient self-
managing care
Patient able to better self-
manage own care, using 
technology, whilst supported by 
their care team in their own 
home.

What is ‘Tech-enabled 
remote monitoring’?

An example…

The use of technology, devices 
or apps to support patients, or 
their carers or advocates, to 
monitor and manage their 
health or long-term conditions.

Information is shared using 
technology between a patient or 
citizen and their health or care 
team to assist in monitoring 
that person's health.

Further resources:
● Supporting care with 

remote monitoring
● Supporting transformation 

through the Innovation 
Collaborative

● The role of remote 
monitoring in the future of 
the NHS
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https://www.nhsx.nhs.uk/covid-19-response/technology-nhs/supporting-the-innovation-collaboratives-to-expand-their-remote-monitoring-plans/
https://www.nhsx.nhs.uk/covid-19-response/technology-nhs/supporting-transformation-through-innovation-collaborative/
https://www.nhsx.nhs.uk/blogs/role-remote-monitoring-future-nhs/


Tech enabled virtual ward: Video
Norfolk and Norwich University Hospital expands its virtual ward

“The hospital is brilliant. But it's not like being at home is it?”. 

A hospital looking at different ways 

to ease pressure on beds expands its 

virtual ward.

https://youtu.be/8RVxZKw0RKM
Runtime: 2 mins 28 secs

https://youtu.be/8RVxZKw0RKM
https://youtu.be/8RVxZKw0RKM
https://youtu.be/8RVxZKw0RKM


Frontline Digitisation

• Levels of digitisation across 
health and social care are 
mixed. In order to maximise the 
benefits of digital 
transformation for patients and 
clinicians, and to harness the 
power of data, the NHS is 
investing £1.9bn to ensure we 
have the right digital 
foundations in place

• Levelling up program

• What Good Looks Like

• Regional programs



Virtual Wards

• Provide acute clinical care delivered by a multidisciplinary team 
(MDT) if clinically appropriate, 

• Have clearly defined criteria to admit and reside, supported by daily 
clinical review, by an MDT if clinically appropriate, to provide a safe 
and robust service. 

• Ensure that patients are given clear information on who to contact if 
their symptoms worsen, including out of hours. There should be 
clear pathways to support early recognition of deterioration and 
appropriate escalation processes in place to maintain patient safety. 

• Provide patients (and/or their carers) with adequate information to 
allow informed consent 

• Have access to specialty advice and guidance/diagnostics equivalent 
to acute hospital access as appropriate to enable timely clinical 
decision-making. 

• Deliver time-limited interventions and monitoring based on clinical 
need for a secondary care bed. 

• Be fully aligned or integrated with other service development 
programs, 

• Be developed for a range of conditions/symptoms/settings and 
should track specific metrics that measure appropriate outcomes to 
demonstrate patient safety and sustainability 

• Consider the risk of excluding patients from virtual wards through 
the exclusive use of digital tools, and offer alternatives should 
patients lack the ability to fully use the technology. 



HIE
Patient 

Engagement 

platform

Correspondence

Results

Pre Assessment

Appointments

Rehabilitation

Advice

Consent

Remote consultation

2021

All 12 acute hospital Trusts

All13 local authority
social care providers

North East Ambulance Service

All 13 CCGs

2 Mental Health Trusts

Northern Doctors
Out of Hours Services



Digital 
Solutions



Digital in the NHS



What do we 
need to 
think about?

CONNECTIVITY

not everyone has the ability to connect to the internet and go online

DIGITAL SKILLS

not everyone has the ability to use the internet and online services

CONFIDENCE

some people fear online crime, lack trust or don’t know where to start online

MOTIVATION

not everyone sees why using the internet could be relevant and helpful

DESIGN

not all digital services and products are accessible and easy to use

AWARENESS

not everyone is aware of digital services and products available to them

STAFF CAPABILITY AND CAPACITY



Cyber security



What do we need to do?

Digital inclusion is about ensuring the benefits of the internet 
and digital technologies are available to everyone.

Digitally-excluded people can lack skills, confidence and 
motivation, along with having limited or no access to 
equipment and connectivity. This can create additional layers 
of social exclusion and exacerbate social, economic and 
health problems. Getting online is usually life-enhancing and 
it can be life-changing!

Citizens Online 

citizensonline.org.uk



The NHS is founded on a commitment to the 
principles of equal and equitable access to 
healthcare for all UK citizens. 

Yet the use of digital healthcare technologies 
could undermine these principles by 
exacerbating inequalities, unless consideration 
is given to how they affect equality and equity, 
including the risk that vulnerable groups might 
be excluded or exploited





Maria Riley

Director of Transformation and PMO, Joined Up 
Care Derbyshire



Joined Up Care Derbyshire ePMO

Maria Riley, Director of Transformation and PMO



Our challenge

➢ Scale and scope of change programme

➢Extensive range of financial and non financial benefits

➢ Long term transformational outcomes

➢Design of governance and programme architecture 

➢Complexity of strategic and near term solutions 

➢Connectivity of enabling plans and understanding interdependencies



Our approach and the brief



Involvement and engagement

Extensive engagement and involvement from stakeholders across JUCD in designing and 
testing the ePMO

➢Organisational testing phase

➢ Introduction to the Digital PMO

➢Design Workshop 1

➢Design Workshop 2

➢Design Workshop 3

➢Weekly design and development drop in session



Web hosted and accessible by all 



Gateway and documentation



Initiative management



User portal and tools



Executive Dashboard



Executive Dashboard



Executive Dashboard - Programme interrogation



Executive Dashboard - Programme risk



Executive Dashboard - Cross cutting themes



Executive Dashboard - Organisational view



Executive Dashboard - Finance 



Executive Dashboard – Financial schemes



Reporting



Current Focus - Strategy



Current Focus - Measurement 



Current Focus - Impact

2023-24
2024-25
2025-26
2026-27
2027-28



Current Focus – Continuous Improvement



Questions? 

Joined Up Improvement Derbyshire » Joined Up Care Derbyshire

Get in touch mariariley2@nhs.net

https://joinedupcarederbyshire.co.uk/about-us/joined-up-improvement-derbyshire/
mailto:mariariley2@nhs.net


Matthew Lutkin

Cyber Security Principal Consultant, NHS England



Cyber Security Strategy
What it means to you!

Presented by:

Mat Lutkin
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Introduction



Government Cyber Security Strategy:

2022 - 2030
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Government Cyber Security Strategy



Government Cyber Security Strategy
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Cyber Security Strategy for Health and Social 

Care to 2030

47

“A unified approach for a decentralised sector”

A health and social care sector that is resilient 

to cyber-attack, in turn improving the safety of 

patient and service users through good cyber 

security



Cyber Security Strategy for Health and Social 

Care to 2030

48

Focus on our greatest risks and harms

Defend as one

People and Culture

Build secure for the future

Exemplary response and recovery



Focus on the greatest risks and harms

• Create a common language for measuring and recording cyber risk

• Develop and improve national capabilities to maximise sharing of information, services and products 

across the sector

• Gather data using national systems to build a system-wide threat picture, setting out proportionate 

mitigations to key risks and harms

• Deliver analysis to quantify patient harm caused by cyber

• Regularly review standards to match changing risk profiles, including in the context of broader 

corporate risk management

• Set clear minimum standards for areas identified as key risks, including publishing information under 

network and information systems (NIS) regulations
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Defend as one

• Make clear roles and accountabilities to cyber risk across the sector 

• Collaborate with partners across government, commercial third parties and 

academia as well as across the sector to ensure alignment and share learning

• Provide central support to cyber security initiatives aligned to national and 

government priorities

• Provide and build on NHS-wide cyber security monitoring, building in elements of 

automation where it is safe and possible to do so

• Provide a national technology assessment and remediation service
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People and culture

• Clearly identify roles and responsibilities to manage cyber risk, making clear that cyber security is 

essential to patient safety

• Embed cyber security decisions into multi-disciplinary national and regional forums to ensure a holistic 

cyber security culture

• Deliver on a plan to grow the cyber workforce and embed a cyber profession across the sector, 

including in developing career pathways for cyber

• Ensure the right cyber basics training and guidance is available to all

• Foster a community of shared learning and collaboration through the CAN

• Lead by example in implementing a ‘just culture’ at national level in approaching any identified cyber 

vulnerabilities 
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Build secure for the future
• Work flexibly to adapt as new threats and requirements emerge, including developing horizon scanning functions to anticipate 

future threats

• Develop engagement with our most critical suppliers, not limited to software providers, to assure their cyber security

• Develop pathways to improve communication with and across critical suppliers when responding to a cyber event or vulnerability

• Share guidelines to help organisations more consistently build cyber security into new supplier contracts

• Embed the CAF into the DSPT, making the CAF the principal cyber standard organisations across the sector are held to

• Set out minimum expectations for IT lifecycle management across the sector and provide secure architecture patterns

• Empower organisations across the system to build their cyber security in the way that works for them, while being clear on 

mandated standards and requirements

• Identify and engage with teams and organisations embedding new cross-organisational technology to ensure cyber security is a 

consideration
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Exemplary response and recovery
• Publish expectations for incident response and reporting

• Lead on national incident response ‘dry run’ exercising, applying and developing plans for responding to 

and recovering from a cyber attack

• Work with the NCSC to manage the technical response to a sector-wide attack

• Where appropriate, deploy Cyber Security Incident Response team services to support local organisations 

in the event of a cyber attack

• Investigate and report on ‘lessons learned’ from cyber events to drive improvements

• Develop national resilience with the impact of loss or unavailability of critical national systems understood 

and mitigations agreed

• Work with national and regional emergency response and preparedness teams to feed cyber response and 

recovery planning into broader response arrangements

53



How will Government and Health measure 

this?

•Cyber Assessment Framework (DSPT)

•Manage security risk

•Protect against cyber attack

•Detect cyber security events

•Minimise the impact of cyber security incidents

54



How will this be implemented at the different 

levels?

•National and regional teams will:

• Integrated care systems will:

•This will support leaders to:

•This will support cyber professionals to:

55



How can you help to improve the security 

within your organisation
• Normalise cyber security and approach it as a business (patient care) risk

• 99% of all attacks in 2022 could have been stopped if MFA had been 

employed (Microsoft)

• Understand what your crown jewels are 

• Create a no blame culture, it is going to happen – just know what to do when it 

does

• Cyber Security is not an IT problem, it’s a business problem

56
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Thank You

digital.nhs.uk

End slide



Richard Slough

Assistant Director of BI, Clinical Systems and IT at 
Leeds Community Healthcare Trust



A world of 
Cyber 
Threats 



Heightened 
concern as a 
consequence 
of global 
instability



Trends in 
Ransomware 
Attacks are 
changing



Trust Layered Defences

Education and 
awareness

Trust technical defences

National NHS and Supplier 
technical defences



National 
Defences

Cyber Incident Notifications from Cyber 
Security Operations Centre (CSOC)

• Notification of actual or suspected cyber activity 
from one of our devices. 

High Severity Alert Service
• Notifies of identified software vulnerabilities 

which we may use

• Requires acknowledgement within 48 hours

• Expects regular updates and either

• Full remediation within 2 weeks OR

• Confirm that SIRO and or CEO have accepted the 
risk. 

MDE (Microsoft Defender Endpoint) Reports
• Shows our level of software compliance for 

Microsoft Software, provided monthly



National 
Defences 
cont…

• Weekly Cyber Threat Intelligence Reports

• NCSC Weekly Early Warning Vulnerability 
Reports which are specific to LCH

• Use of NHS Mail with built in SPAM / 
Phishing Protection – blocks against known 
threats and applied automatically

• Firewalls on internet and HSCN gateways

• Use of Cloud services such as Azure for more 
of our data storage has in built protection



Supplier 
Defences –
Supplier 
Assertions

EPR suppliers (TPP, Advanced and Software of Excellence) 
contacted as part of ICT Review of IT Disaster and Recovery 
2021/22 by internal audit. 

• Details requested :
• Evidence that backups are made of all key systems and that these 

follow a documented schedule

• Confirmation that backup processes are adequately documented

• Confirmation that regularly scheduled testing of the ability to 
restore data from disc and tape based backups is undertaken

• Confirmation of whether any physical tape is used as part of the 
approach to backups and details of how it is securely stored/ 
transferred offsite if so

• Confirmation of whether the solution features cold/offline 
backups

• Responses received which confirm the organisations are 
complying with the requirements, but without forensic 
investigations of these replies it is not possible to absolutely 
confident.



Trust 
Defences -
Technical

• firewalls, anti-virus, encryption, software 
monthly patch releases, multi factor 
authentication on remote access and 
specific privileged accounts, data backups 



Trust 
Defences –
Better 
Processes



Trust 
Defences –
Test and 
Audit

Twice yearly Penetration Test

DSPT submitted “all standards met” (June 2022)

Internal Audit Disaster Recovery Audit (June 2022)

Internal Audit Cyber Assurance (July 2022)



Education 
and 
Awareness

• Investing in our technical staff: CISP 
qualifications for Head of IT / DPO & Head of 
IG/ Info Security Specialist

• On-Call Desktop exercise (July 2022)

• Board workshop (September 2022)

• Annual IG training all staff

• Simulated Phishing Campaign (May 2022)



Challenges

• “No way back to paper” any more, our data 
capture and processing is far too complex for 
that in both clinical and corporate services. 
We have crossed a line and we are
dependent on our digital infrastructure for 
almost all of our normal operations

• The ever evolving landscape of cyber threats 
and our capacity and capability to respond 
to a major cyber incident

• Working with expanding numbers 3rd sector 
/ voluntary / non-NHS organisations who 
want access to our systems

• Attracting the right people with the right 
cyber skills at a price we can afford

• Difficulties in providing 24/7 IT support 



Reflections on 
an actual 
Cyber-Attack 
(Advanced 
Healthcare  
August-
November 
2022) 

• Not just an IT problem – it is an “everyone problem”

• We immediately judged the supplier “at fault” and lost confidence 
rather than a victim of crime  

• Service Business Continuity plans were not designed for prolonged 
system outage

• Response required Bronze / Silver /Gold Command structures setting up 
– tying up a lot of management resource

• The attack was on a supplier to the NHS, not directly against the NHS, 
therefore NHS England / NHS Digital response was muted

• The contractual relationship between Advanced and each NHS Trust, 
therefore NHS England relatively powerless 

• The respective roles of NHS Digital and NHS England from a cyber-
response, emergency planning and clinical perspective has not been 
transparent.

• Interim data collection templates had to be created to capture key 
pieces of clinical information. These templates relied on the specialist 
knowledge of just 2 key staff 

• Time taken for clinical staff to request and be given access to the 
temporary data collection templates was measured in weeks resulting 
in a data quality “hit” but the extent is not yet known

• Unknown impact on staff morale and quality of care on patients



Conclusions

• Has to be a Trust Priority especially 
Improving Business Continuity and Disaster 
Recovery plans for clinical and corporate 
services which can cope with extended 
outages

• Constant need to invest in our cyber-
defences and response capabilities, including 
a necessity for cyber incident response surge 
capacity from a specialist supplier or NHS 
Digital  and 24/7 IT and cyber support.

• Improving our processes especially when 
working in partnership with clearly defined 
responsibilities for data and IT security



Thank You Questions



www.360assurance.co.uk @360Assurance
www.audityorkshire.nhs.uk @AuditYorkshire

Future Events

Workforce
29 June

When: All day event

Where: York Principal Hotel

Procurement
11 September

When: 12:30 – 4pm (approx.)

Where: MS Teams

System Working

5 December

When: 9:30 – 12:30pm (approx.)

Where: MS Teams


